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ATTASH Mission Statement 
Deliver a sustainable capability to: 

1. Identify problematic emerging technologies with respect to 
terrorism against the homeland, 

2. Prioritize actor related threats involving these technologies, and 

3. Locate opportunities for interdiction and prevention before these 
emerging technologies cause harm to the homeland. 



Project Overview 
PROBLEMS TO SOLVE 

• Emerging technologies 
are force multipliers that 
can advance more 
rapidly than defenses 
and have been 
successfully used by 
VNSAs. 

• National Security 
Strategy 2002 

• DHS Strategic 
Framework 2019 

M E T H O D S  
Horizon Scanning 

+ 
Terrorist Technology 

Adoption Model for the 
domestic context 

Year 1 focus: CBRN 
Year 2 focus: Autonomy 

P R O D U C T S  
• CBRN / Autonomy Threat 

Horizon Scans 
• Validated and Revised 

Terrorist Technology 
Adoption Model/Domestic 
(T-TAM/D) 

• Pilot Implementation of    
T-TAM/D to yield a ranking 
of the particular 
technology-terrorist dyads 
of greatest concern 



ATTASH Process 



1. Horizon Scans 
• Objective: identifying those emerging technologies of potential homeland security concern. 

⎼ Offensive focus: only those that could be utilized by violent non-state actors 
⎼ Only technologies with developments reported in last five years 
⎼ Looking for ‘weak signals’ so cast a broad net and err on the side of inclusion. 

• While horizon scans often serve as the first phase in broader foresight activities, they do not by 
themselves constitute a threat assessment. 
⎼ Plausibility is sufficient 
⎼ Magnitude of the threat (e.g., technical hazard, likelihood of pursuit, capability of 

adversaries to exploit it) reserved for subsequent analysis [e.g., TTAM Model] 

• Scan involved systematic search process to identify signals in both mainstream and “fringe” 
sources, as well as in-depth interviews with subject matter experts. 



YEAR 1 CBRN Horizon Scan Overview 

Clustering, Analysis and Synthesis 
(57 insights) 

Signal Coding 
(604 signals) 

Broad/Concentric Signal Search 
(>800 sources) 

• Mainstream Literature 
• Fringe Materials 

Expert Input 
(13 interviews) 



YEAR 1 CBRN Horizon Scan Write-Up Samples 
Electromagnetically Activated CW or BW 



YEAR 1 CBRN Horizon Scan Infographic 



YEAR 1 CBRN Horizon Scan Analysis – Characterization of Change 



YEAR 1 CBRN Horizon Scan Analysis – Potential Strategic Impact 



Year 2 Autonomous Technology Horizon Scan 
• In conjunction with DHS, the selected technology domain was: Autonomous 

Technologies 

• This covers recent and future developments in: 
 Autonomous vehicles as weapons 
 Drone swarms 
 AI systems 
 Etc. 

• Horizon Scan to be completed in Summer 2024 



2. TTAM (Domestic) Model & Tool 

• Integrates technical aspects of emerging technologies + social, organizational 
and strategic features of the malicious actors who could employ them. 
 Focuses on the terrorist-technology dyad as the primary unit of analysis 

• Builds on a novel socio-technical model of terrorist technology adoption 
 Embeds model in a practical tool to analyze the relative likelihood of successful 

pursuit and adoption 



TTAM (Domestic) Model & Tool (Cont.) 
• Contributing factors approach based on prior theoretical and empirical work in both 

the terrorism and technology adoption literatures (incl. sociology, management 
science, cognitive psychology, military history) 

• Two sub-models with very different types of outputs: 
 Decision Sub-Model: likelihood of a terrorist actor seeking to pursue the acquisition of 

a particular technology (focuses on subjective choice). 
 Success Sub-Model: likelihood that the terrorist actor will successfully adopt the 

technology (focuses on objective outcome). 

• Innovations: Updated theoretical foundation; Deterministic→Probabilistic; Known 
Terrorist Groups Only→Lone Actors / Cells / Archetypes; Interaction Effects 



T-TAM (Domestic) Advantages 
• Built to reflect specific actors known to be prevalent domestic threats + ability to 

model terrorist archetypes 
• => lone actors and autonomous cells, which by their nature are almost never known to law 

enforcement agencies prior to their becoming involved in criminal activity, can be modeled in 
T-TAM (D). 

• For example, T-TAM (D) can model potential adoption by an Incel-inspired lone 
actor 

• Input probability distributions that reflect: 
• Prior behaviors of similar actors in the United States 
• Analyst expert judgment 

• Monte Carlo analysis then constructs thousands (or millions) of plausible individual Incel-
inspired lone actors and assesses the adoption likelihoods of each of these, yielding an 
overall threat picture. 



T-TAM Domestic Variables 



T-TAM Domestic Actor Input Sample 



T-TAM Domestic Technology Input Sample 



T-TAM Domestic Decision Sub-Model Sample Calculation 



T-TAM Domestic Decision Sub-Model Sample Output 



Year 1 Pilot 
In order to demonstrate the potential utility of the tool, a pilot application was 
conducted on an illustrative sample of terrorist actors and emerging technologies. 

Primary objectives of the pilot were: 
• To verify that the tool operates as envisioned and is capable of providing differential 

assessments across a variety of actors and technologies. 
• To assess the usage requirements and overall functionality of the tool. 



Year 1 Pilot Actors 
Final List of Actors: 

 The Oathkeepers as a formal, albeit diffuse, organization. 

 An operational cell of the Lebanese Hizballah. 

 An ISIS-inspired autonomous cell of HVEs (with no operational connection to 

the main ISIS group or any of its affiliates). 

 A lone actor motivated by the far-right ideas of Accelerationism 

 A lone actor motivated by grievances associated with the Incel movement 



Year 1 Pilot Technologies 
Final List of Technologies: 

 Artificial Intelligence / Machine Learning used to provide new pathways for 
chemical weapons production. 

 3D Printing utilized to produce sprayers capable of disseminating biological 
weapons. 

 Pharmaceutical-Based Agents (primarily fentanyl and its analogs). 

 Toxin Synthesis, i.e., the ability to synthesize a new or rare toxin from scratch. 

 Second Hand Chemical Production Equipment 



YEAR 1 Pilot – Adoption Decision 



YEAR 1 Pilot – Adoption Decision 



Applications 

Mitigates both over- and under-reaction to emerging technology threat 

Moves from assessing theoretical potential of emerging technologies to 
“real world” terrorist threat against the Homeland. 

Eventual tool will be easily updated and re-run with new data, 
technologies, adversaries => “building libraries” 

Provides HSE stakeholders with a sustainable capability. 

TTAM /  (D) 
Tool 



Year 2 Tool Development 
• Current tool is “lab-use” only and not designed for usability or HSE workflows 

• We are developing user-friendly interfaces and operational processes that 
maximize usage by HSE analysis and stakeholders 

• Need input from DHS end-users: In Spring 2024, worked with I&A analysts on 
a series of usability surveys. 

• Fully functioning prototype by Fall 2024. 



Contact Us: 
Dr. Gary Ackerman, SUNY Albany 
Center for Advanced Red Teaming (CART) 

gackerman@albany.edu 
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