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Malicious Insider Threats: An Overview

WHAT IS AN INSIDER?

The term insider refers to individuals with privileged access to organizational information, locations, or systems,
such as employees, contractors, or former employees.

WHAT ARE INSIDER THREATS?

The term insider threats refers to insiders who pose risks of harm to an organization’s valued assets, members, or
reputation.

* Malicious vs. non-malicious insider threats
= Malicious insiders pose intentional threats to an organization and are the focus of this summary.

° Intentional threats are often categorized into specific incidents, such as sabotage, theft of intellectual
property, fraud, espionage, and targeted violence.
= Non-malicious insiders do not aim to compromise the security or integrity of an organization. Still, they
may do so unintentionally (i.e., by honest mistake) or through negligence (i.e., lack of care).
o The sources of non-malicious threats have implications for threat management. For example,

unintentional threats may be prevented through better training or procedures, whereas threats from
negligence may be deterred through improved worker engagement.

Unintentional | Negligent Malicious

Figure 1: Intersection of unintentional and malicious threats in the insider threat landscape.

ARE INSIDERS DIFFERENT THAN OTHER THREAT ACTORS?

Yes and no. Insiders are distinct from outside actors in that they exist within an organization, meaning that (a)
they can inflict more severe or sophisticated damage to the organization, and (b) the organization has more
influence over insider threats.
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INSIDER THREAT DETECTION VS. BEHAVIORAL THREAT ASSESSMENT

Behavioral Threat

Insider Threat Assessment
* Spills * School Violence
* Espionage Workplace * Partner Violence
* Unintentional Threat Violence * Lone Actor Terrorism
* Fraud ¢ Public Figure Violence

* Sabotage

Figure 2: Workplace violence lies at the intersection of insider threats and
“traditional” behavioral threats (e.g. targeted violence, terrorism).

Behavioral threat assessment is generally geared toward preventing violent threat events, whereas insiders
tend to pose other risks. Both approaches to threat management overlap when workplace violence is concerned.

However, as described in the figure below, despite the differences in types of threat incidents, many of the risk
and protective factors used to identify and mitigate violent and non-violent insider threat events are thought to
be similar or even the same.

Personal Predispositions:
Personality (e.g., norcissism)

+  Psychosodial indicators (e.g., anger mgt.,
addiction)

Predispositions

Personal and Professional Stressors:
* Personal (e.g., fomily, financial)

*  Work Setting (e.g.. insufficient resources, no
advancement)

. Behavioral Indicators:
[ntervg?ntlon Behu‘vior . B_elm:m'or (e.g., change in personality, alcohel abuse,
(Adaptive or disgruntlement, threats)

Maladaptive) Technology (e.g., not following rules, hoarding files)

Context:
Emdronment (e.g., political, social, econamic)
+ Workplace (e.g., organizational culture, werk
conditions)

Figure 3: The Critical Pathway Model'

1 Version of the model derived primarily from Noonan, Christine. 2018. “Spy the Lie: Detecting Malicious Insiders.” Pacific Northwest National Laboratory.;
originally adapted from Shaw, Eric, and Laura Sellers. 2015. “Application of the Critical-Path Method to Evaluate Insider Risks.” Studies in Intelligence 59 (2): 1-8.
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INSIDER THREAT MANAGEMENT

Most insider threat detection and mitigation methods fall into one of three categories: technical, non-technical,
or a blend of the two. However, the applicability of general insider threat models to specific organizations is not
always clear.
* Technical: Technical solutions are most examined in insider threat research and include computer
monitoring, badged entry, and other information security systems.
= Some act as decision support systems to aid human judgment, while others are meant to operate largely
autonomously. Most technical solutions end up being reactive, but some try to be predictive.
o Example: A predictive system that flags those accessing parts of the organization’s computer system

that they are not supposed to. These systems are based on permissions (are they supposed to be
accessing this content?) or expected job requirements (is accessing this content a normal part of their

job?).
* Non-technical: Involves human judgment.
= Common techniques include (a) policies (e.g., IT and HR policies), (b) personnel training (e.g., security
awareness), and (c) psychological prediction®. “Psychological prediction” refers to characteristics that
personnel who interact with an insider will recognize and report.
o Example: Maasberg et al. (2020) has identified and empirically validated a set of observable

behaviors associated with malicious insider threats, including the existence of a financial motive,
supervisor conflict, and revenge.?

* Blended: Combines technical and policy solutions.
= Blended solutions pair technical insider threat detection measures with non-technical procedures, such as
digital rights management, which can be seen in practices like deactivating work accounts and
withdrawing credentials as soon as someone quits or is fired.* Withdrawing credentials is just as
important, if not more, for those who are working outside the organization (e.g., contractors) and have
been given access to support the organization as they are an easy element to overlook.
o Example: Another form of digital rights management is group-based or role-based access control.
These are systems that allow certain individuals or job roles (such as systems administrator) to
access specific files. This allows the narrowing of the scope of those who have access to sensitive
files. This system helps protect critical files from modification, deletion, or unauthorized disclosure.®

MALICIOUS INSIDER THREATS: KEY TAKEAWAYS

Takeaway 1: Malicious insiders can inflict a broad range of potentially harmful outcomes on an organization.
Takeaway 2: Most existing methods for mitigating insider threat risk focus on technical solutions to predict or
catch an individual in an act of wrongdoing leading to increased attention on strategies for preventing the act in
the first place.
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https://doi.org/10.1016/j.cose.2020.101908.

® Maasberg, Michele, Xiao Zhang, Myung Ko, Stewart R. Miller, and Nicole Lang Beebe. 2020. “An Analysis of Motive and Observable Behavioral Indicators Associated With Insider
Cyber-Sabotage and Other Attacks.” IEEE Engineering Management Review 48 (2): 151-65. https://doi.org/10.1109/EMR.2020.2989108.

4 Alawneh, Muntaha, and Imad M. Abbadi. 2011. “Defining and Analyzing Insiders and Their Threats in Organizations.” In 2011IEEE 10th International Conference on Trust, Security and
Privacy in Computing and Communications, 785-94. https://doi.org/10.1109/TrustCom.2011.103.

°Silowash, George J. 2013. “Insider Threat Attributes and Mitigation Strategies.” Report. Carnegie Mellon University. https://doi.org/10.1184/R1/6574451.v1.

Grant Acknoledgement and Disclaimer: This material is based upon work o

supported by the U.S. Department of Homeland Security under Grant Award Number @ ncite.unomaha.edu
70RSAT21G00000002/70RSAT21FRO000084. The views and conclusions contained /‘> @ ncite@unomaha.edu
in this document are those of the authors and should not be interpreted as \ ] :

necessarily representing the official policies, either expressed or implied, of the U.S.
A DHS CENTER OF EXCELLENCE in Ne@lE

Department of Homeland Security or the University of Nebraska at Omaha.



https://kilthub.cmu.edu/articles/report/Insider_Threat_Attributes_and_Mitigation_Strategies/6574451/1
https://ieeexplore.ieee.org/document/6120896
https://ieeexplore.ieee.org/document/9079928
https://www.sciencedirect.com/science/article/abs/pii/S016740482030184X?via%3Dihub

	Malicious Insider Threats: An Overview
	Recommended Citation

	Malicious Insider Threats

