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Abstract: In response to the emergence of new, paradigm-shifting technology that increases
capability for the benefit and - as is the focus of this work - harm, we sought to provide
contributions across three key areas. First, as a foundation, we provide a definition of the
ambiguous and, at times, confusing term ‘metaverse’ and outline its unique characteristics as
an emerging ecosystem. Second, we synthesise definitional framing with the violent extremist
literature to offer guidance on how the metaverse can (and currently is), manifest in terrorist
and extremist activities, such as recruitment, planning, finance, and malevolent creativity. We
offer that while the use of the internet is not a novel application for such activities and groups,
the metaverse and related technologies afford new opportunities for how the internet is used
to advance violent missions and objectives. Third, we draw on psychology literature to offer
potential mechanisms by which the metaverse may emerge as a future threat landscape. Future
areas of research are also discussed.
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Introduction

In 2022, three teens plotted to destroy a virtual Russian building (formerly the KGB building,
now the Federal Security Service or FSB building) in the popular Minecraft gaming platform.!
Investigators also reportedly found evidence of testing explosive devices that could have been
used in a physical attack that, although unlikely to be successful, would have at least partially
mirrored the virtual destruction. All three teens were tried in the Russian court system, with
one 15-year-old sentenced to five years in prison after failing a lengthy appeal process.? A
2022 report from the Wall Street Journal outlined the use of non-fungible tokens (NFTs) by an
alleged member of Islamic State in Iraq and Syria (ISIS) to both spread extremist propaganda,
as well as assess capability around acquiring financial support for the terrorist organisation.?
Most recently, members of the Houthi, an Iranian-linked terrorist organisation based in Yemen,
posted several videos of a hijacking of a cargo ship in the Red Sea. Close inspection of the videos
reveals the use of 360-degree video capture devices, allowing groups, such as the Houthi, to
share their footage in an immersive, virtual reality format. More directly, this event illustrates
how terror groups can not only share videos as part of their propaganda arm but are now
afforded the opportunity to allow potential recruits to virtually “go along for the ride” as well.
As we will discuss later, this virtual experience can become nearly indistinguishable, from a
neuroscience perspective, from having actually experienced the event itself.*

The emergence of blended physical and digital environments, known more colloquially as the
metaverse, has resulted in notable opportunities for collaboration and engagement. Outlined
above and discussed in some detail by others, there is a darker side of this emerging landscape
and, with it, the potential for use by malign actors, including terrorists and violent extremists.®
In light of the rapid growth of this emerging technology and associated ecosystem and potential
for malign use, we set out to accomplish three goals in the present effort. First, we aim to provide
clarity around the ambiguous language used when describing the metaverse and associated
technologies. Second, we discuss how the metaverse as an ecosystem provides opportunities
for exploitation by malign actors. Finally, we seek to provide guidance as to how and why the
metaverse represents a unique and potentially impactful tool for terrorist actors. Specifically,
we utilise existing literature from the fields of psychology and computer science to provide
guidance as to the mechanisms by which the use of metaverse technologies may be leveraged
for harm. In doing so, we aim to go beyond simply describing the problem and providing insight
into how and why such technologies represent a new frontier of threat, thereby permitting
greater clarity around future interventions and mitigation approaches.

Defining the Metaverse

As with many emerging terms and new forms of technology, (e.g., artificial intelligence,
blockchain, and even the internet), the metaverse has been many different things to many
different individuals. Although the term metaverse first appeared in the 1992 novel Snow Crash,
exponential innovation has led to many technological capabilities that were unimaginable, even
in science fiction writing of that era. The term metaverse continues to evolve as technology,
application, and social views shift and change over time. This change in meaning has been an
understandable source of some consternation for some (e.g., Apple’s refusal to use the term
metaverse, opting instead for the term spatial computing). While some continue to think of the
metaverse as a purely digital world, industry and academics are increasingly moving beyond
this framing, recognising the future implications of technologies that allow for the manipulation
of digital information within physical and digital space.

As technology progresses, inevitable change will be experienced in terms of the users,
environments, interactions, resources, and systems that are tied together because of the
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interconnectedness between the digital and physical. For our discussion here, we follow
emerging consensus and define the metaverse as the ecosystem surrounding the blending of
physical and digital realities.

The metaverse is defined here as an ecosystem, which includes a combination of various
elements that enable humans to experience it directly or indirectly. The term ecosystem has
been employed to describe the interconnected elements and stakeholders in domains such as
information systems and terrorism.® Viewing the metaverse as an ecosystem provides a holistic
perspective, emphasising both the individual components and their interconnectedness, while
fully embracing the potential for growth and change. As an ecosystem, it consists of physical
infrastructure, platforms, applications, digital goods, artefacts, human users, communities,
standards, and governance. Humans can engage with the metaverse through human-computer
interfaces like head-mounted displays or traditional computing devices such as mobile phones.
These interfaces offer different levels of interaction, from direct manipulation of computer-
generated assets (e.g., spinning a virtual globe) to mediated interfaces affording indirect
interaction (e.g., turning on a physical light switch to illuminate a virtual lamp). The metaverse
can be observed and engaged with across a spectrum of mediums, ranging from predominantly
physical to predominantly digital.” On the physical end of the spectrum, augmented reality
(AR) devices overlay digital content on top of the physical environment. Conversely, virtual
reality (VR) devices fully immerse users in a digital space. Mixed reality (MR) represents an
intersection of these environments, where the physical and digital realities blend seamlessly.
The term extended reality (XR) includes the entire continuum of technology. The metaverse
encompasses this plus an entire ecosystem, including the social and economic dynamics
surrounding the emergence of these technologies.

Although XR technologies are crucial for immersive digital experiences, it is necessary to
provide additional guidance on the unique aspects of the metaverse. We offer that differentiating
properties separating the metaverse from non-metaverse content are best represented by the
concepts of spatiality, interoperability, and persistence (SIP). Formally, spatiality refers to the
orienting of objects in relation to one another. As humans, our sensorial experience of reality
is predominantly spatial, allowing users to move and interact with objects and others in a
way that feels natural and intuitive. Spatial reasoning and embodied cognition suggest that
the human mind is a product of evolutionary adaptations to challenges in a three-dimensional
environment. Humans are capable of spatial reasoning and utilise several physical adaptations
to allow better interaction in the natural environment and, by extension, spatial digital
environments. The second feature, interoperability, describes the ability to exchange data and
move between experiences, systems, and information technology components efficiently and
seamlessly. Today, an object purchased in one virtual experience cannot readily be brought into
another. For example, an intelligent robot assistant purchased in one virtual work environment
cannot be brought into the digital office of a competing platform provider.

Digital apparel from a work environment cannot be worn in a recreational game by a different
developer. Similarly, virtual experiences are often disconnected from one another and do not
allow for a user to move between experiences in a seamless manner. Yet, as the metaverse
evolves, this interoperability will be key for long-term functionality and sustainability. Finally,
persistence refers to the ability of an object or data to remain stored and accessible over time. A
lack of persistence is presently observed in many of today’s video games. An object in a virtual
reality game can be destroyed and then restored, or a structure built in a game vanishes when
the player logs off. In the metaverse, virtual objects and assets can (and many will) persist
over time, serving to establish real value, meaning, and connection. NFTs, for example, are
unique digital assets that can be augmented in a way that enhances or detracts from their value.
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Although metaverse applications may not always ensure complete persistence, they will be
closely tied to an enduring experience. There may be, for example, situations where persistence
is intentionally not preserved, such as an object or experience within that is dynamically
generated or time-limited to achieve a purpose, such as increased rarity. From an extremism
and terrorism perspective, this persistence means that many objects in the metaverse will have
value due to their rarity and unique, persistent quality.

It is important to note that several other key aspects (scalability, immersion, etc.) of the
metaverse are still crucial in shaping the overall vision and values of the metaverse, even if
they are not strictly necessary for its technical functioning and sustainability. As an example,
scalability is not an absolute requirement for the metaverse to operate as an ecosystem since
there could be hypothetical situations where an experience is designed for a small group or
even a single individual. Immersion is also critical (though not a wholly essential feature), as
experience can exist where various levels of immersion are realised at different moments in
time, and there is no minimum or maximum threshold that needs to be maintained. Rather,
immersion is an experienced phenomenon thatis also best depicted on a continuum. Immersion
is a particularly notable aspect of the metaverse in relation to the topic of extremism and will be
expanded upon later in our discussion. At one end of a continuum, immersion may be leveraged
to showcase propaganda in an emotionally evocative and cognitively powerful manner, yet at
the other, a simple digital overlay (i.e., augmented reality) may provide a user with guidance on
which door leads to an exit following an attack.

Although competing labels continue to emerge and language also evolves, following a similar
trajectory of the internet and personal computing devices, the expansion and ubiquity of what
we now call the metaverse will impact nearly every aspect of society and human interaction.
Although the notion of the metaverse reached an unsustainable fever pitch in 2022, companies
continue to recognise that integrating metaverse technologies into daily lives is unavoidable.
A recent report by McKinsey, for example, estimated a five trillion-dollar impact by 2030.8 As
such, although the broad hype of the metaverse has died down, substantive interest from major
players in the technology market continues. Citing a recent Harvard Business Review, it appears
that “Yes, the metaverse is still happening”.” Most relevant to our discussion here, however, this
trajectory both directly and indirectly links to how violent extremist organisations can recruit,
plan, and finance their operations by leveraging this ecosystem.

Implications of the Metaverse in the Terrorism and Violent
Extremism Context

Given the emergence of metaverse and related extended reality (XR) technologies, we have
outlined some of the key features and mechanisms by which these phenomena are structurally
different from traditional web-based platforms and experiences. In this section, we shift the
focus from understanding what the metaverse is to the implications of this new landscape
for violent extremist actors, groups, and organisations. Building off early initial efforts'® and
congruent with recent reviews!!, we offer at least six ways in which the metaverse may be
exploited by terrorists to augment their operations and pursue their strategic objectives: (1)
radicalisation, (2) recruitmentand member selection, (3) operational training and planning, (4),
target selection, (5) finance, and (6) malevolent creativity.!? In such a discussion, it is important
to acknowledge the forward-learning nature of this discussion, identifying the potential for
malign application in the emerging threat landscape.*®
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Radicalisation

Online radicalisation occurs by means of the internet, social networking sites, and other forms of
online communication and reflects a process through which individuals or groups are exposed
to and begin to internalise violent extremist beliefs, which may manifest in behaviour and
attitudes.!* There is a wide range of behavioural influence tactics and tools that are subsumed
into onlineradicalisation, which some have tried to delineate between instrumental (e.g., training
manuals, and funding) and communicative (e.g., disseminating information, and recruitment).
Others have delineated radicalisation as occurring through several types of interactions, such
as sharing information that reinforces prior beliefs; disseminating propaganda with additional
material support; seeking legitimisation of future attacks; or attempting to recruit.’® The
immersive environment of the metaverse means that interactions may be more effective than
traditional online radicalisation via social media or the dark web. A report by PWC, for example,
revealed that VR - compared to traditional video conferencing - resulted in greater emotional
connection, focus, and confidence.'® Other studies on VR and interaction highlight reports of
higher social connection as well.'’

Extended reality offers capabilities for making these interactions more personalized and
emotionally evocative. Given the unique features of Web 3.0, the metaverse, and related XR
technologies, extremist content - including propaganda or disinformation - can be created
and disseminated quickly and effectively,'® and with fewer established mechanisms for content
moderation and monitoring. With the advent of realistic and natural-looking avatars, as well as
an influx of data about users on social media (e.g., their interests, photos of their families, etc.),
individuals could have a face-to-face interaction in a virtual setting customised to their interests
and prior beliefs. Deepfakes - Al-generated images, videos, and voices - as well as realistic-
looking avatars, can provoke emotional reactions among users. This may even further reveal the
“blurry” intersection between offline and online extremist behaviour.’® Technological advances
afford additional opportunities for realistic interactions and provide a stronger foundation for
cultivating influence. These can be generated quickly and customised to increase susceptibility
to radicalisation.

Recruitment and Member Selection

Although organisations differ in their goals, be they for good or ill, all face common challenges.?
One of those ubiquitous challenges is deciding who should join the organisation and what role
they should play in it. Hunter and colleagues?®!, for example, outline the tools used by al-Qaeda
in recruiting and selecting members for their terrorist organisation. These tools and techniques
(e.g., interviews, life history, and online applications) mirror those used by many, if not most,
corporations. Given the parallels, it seems reasonable to consider how metaverse tools used to
select members in traditional organisations could also be adopted by extremists.

Admittedly simplifying for space constraints, web-based recruitment processes often follow
several distinct phases.?? First, recruiters who monitor online communities make initial contact
with an individual, usually of a vulnerable population (e.g., individuals seeking community).
Next, the recruiter invites the individual to a micro-community, where they share information in
a private community and reinforce feelings of belonging or exclusivity among members.?? This is
where, historically, the interaction has involved voice or video conversation. Interactions using
technology in the metaverse ecosystem, however, provide unique and increased opportunities
for interaction while leveraging the cost-effective (e.g., not requiring the cost of travel while still
experiencing nearly in-person equivalent interaction) and customisable (e.g., avatar choice, and
location choice) options, made available via digital content. As noted earlier, these immersive
experiences can be superior to voice or video engagement for generating feelings of presence
and closeness.**
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Moreover, younger users are more likely to engage in virtual and augmented reality learning
and coordination, allowing a wider range of recruits to be accessed quickly.?® To provide context
on these trends, 70 percent of US children aged 9-12 play the game Roblox, with a whopping
70 million daily users worldwide.? Roblox has also recently entered the VR space as well,
highlighting the trend toward immersive spaces.?”” These and future advances in technology
will remedy constraints on traditional forms of recruitment, as recruiters rely on emerging
virtual online communities to seek out and connect with individuals in search of connection
and community. In the case of Roblox, there are already issues with extremist content - a trend
likely to increase as the user base expands.?

Operational Training and Planning

There are several features to the metaverse and other extended reality technologies that may
afford extremist organisations new capabilities related to operational training and planning.
Training aids the acquisition of knowledge and strengthens skills, as well as captures cognitive,
behavioural, and affective development.?® In the context of violent extremism, following
radicalisation and recruitment, virtual learning occurs to socialise and instruct behaviours,
such as accessing ideological content, opting for violence, choosing a target, preparing an
attack, overcoming anticipated hurdles, and coordinating with fellow members (e.g., security
measures).

Traditional means of operational teaching have taken place in various terrorist training
camps around the world, such as the Khaldan Training Camp in Afghanistan.’® Examples of
common training outcomes include (but are not limited to), how to mount a rocket launcher
onto a truck, how to build an improvised explosive device, how and where to launder
money, how to successfully surveil, and more. Many such camps share a number of common
characteristics. First, they are geographically isolated to build group identity and cohesion
(and avoid detection). Second, these are often under sustained pressure as regular targets of
directed counter-terrorism initiatives. Finally, these camps require easy access to weapons,
ammunition, food, and water.?! These characteristics pose constraints to individuals wanting to
join an organisation from across the world. However, the advent of social media, the metaverse,
and related technologies have created new opportunities for distance learning approximating
“hands-on” teaching and development.

To be clear,; the internet has already created robust opportunities for online engagement with
extremist organisations. However, Web 2.0 applications limit access to tactical training required
to execute an attack. Reading a training manual is not the same as multiple people walking
through an interactive digital version in real-time. In contrast, immersive environments, full-
body haptic suits, and augmented reality can allow individuals to train together despite their
geographic location. Consider a scenario in which an individual visits a shooting range to
practice shooting their desired target (in the form of augmented reality holograms) instead of
paper target practice. In a different scenario, an individual practices loading and shooting semi-
automatic weapons within a virtual reality immersive shooting range while wearing a full-body
haptic feedback suit. In both examples, the individuals are tactically and operationally preparing
themselves to shoot a weapon correctly and accurately, as well as desensitising themselves to
real-world outcomes. Immersive technology, as well as haptic feedback and extended reality,
create new opportunities and remedy constraints to tactical, operational, and affective training
activities for extremist organisations.

Second, terrorist organisations can use virtual spaces to plan and prepare for attacks in the
physical world. For example, using a VR headset, an individual can visit a virtual location (i.e., a
“digital twin”) of a critical infrastructure target, such as a power substation or water treatment
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facility. During their virtual visit, a prospective attacker can determine the potential for harm
to surrounding infrastructure, and the best place to target based on traffic, flow, and the scale
of the target. Planning is an essential step in the attack process, where they begin to decide
whether their goals will be met by virtually exploring options. Because they are in an undisclosed
location, wearing a headset, and using a publicly available app, this type of selection planning
goes unnoticed and cannot be reported.

Target Selection

Related to the above, extremist and terrorist organisations choose an attack location as a
function of their strategic goals, which include recruiting, inciting fear, and maximising harm.
In this case, the rise of the metaverse as an ecosystem allows for new targets to emerge within
these digital spaces. Ultimately, terrorists use violence as a vehicle for communicating a
political message and driving social and political change.®® Targets are selected carefully and
strategically to align with the perpetrator’s desired outcomes, which requires close attention to
the political, social, and symbolic value of a target.?*

The metaverse and related technologies will likely affect target selection in at least two ways.
First, terrorist organisations can choose virtual targets, such as digital twins of sacred spaces
(e.g., virtual Mecca), or municipal buildings (e.g., virtual embassies and police stations). These
opportunities are readily available in virtual environments, as there is very little infrastructure
for preventing such attacks. As a recent example, the opening of a Holocaust Museum in the
online space Fortnite had to be delayed due to threats of harm to the space.®® These spaces
afford individuals the opportunity to travel or visit museums from the comfort of their homes.
However, as the example above highlights, it also presents vulnerabilities to places and objects
that are meaningful to individuals. For example, the Virtual Black Stone project created the
digital twin of Mecca, the holiest city in Islam.?® This initiative allows users who have purchased
a VR headset (or “Kaaba glasses”) to participate in communal live streaming of prayer, and
virtually touch the Black Stone or other three-dimensional replicas.?” The blurring of digital
and physical worlds will result in more people transferring to the metaverse to visit digital
replicas of vacation destinations, museums, and places of worship. As these soft targets enter
the metaverse more readily and with little to no protection, they become the newest grounds
for a potential act of violence.

Finance

Terrorist and extremist organisations raise money to conduct their operations and exist as an
organisation. Historically, these organisations have raised money from a variety of sources: state
sponsorship, theft, international smuggling, drugs, extortion, money laundering, and donations.
These funds are used to build training camps, provide food and housing to members, pay salaries,
and acquire guns, explosives, triggers, training simulations, fake documents, and technology-
mediated communication.®® The emergence and widespread use of cryptocurrencies and NFTs,
in particular, serve as the foundation for how organisations can use the metaverse and related
technologies to move money and generate revenue (and some already are doing this). More
directly, as a digital ecosystem, the metaverse is built on blockchain and cryptocurrency, meaning
that concerns about these finance tools have even greater applicability in the metaverse.*’

The metaverse may prove an ideal environment for the laundering and transfer of funds
controlled by terrorist actors. For example, laundering money via NFT art sales is ambiguous
and lucrative, whereby substantial money can be exchanged, without regulation and with
limited risk.*’ Transferring money within Web 3.0 allows for greater anonymity, lower fees, and
minimal physical infrastructure. Generating revenue will likely mirror established approaches
but capitalise on unique features of extended reality technologies. Donation pools will increase,
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as methods of sending money can go unnoticed. For instance, imagine a teenager is radicalised
after spending time in VR and decides to send money to a foreign terrorist organisation. Instead
of using PayPal, which exists on a centralised platform, they decided to anonymously send
money via decentralised Web 3.0. Other methods, including scams, identity theft, and extortion,
will likely use Al, deepfakes, NFTs, and biometric data.”!

Malevolent Innovation and Creativity

Although creativity and innovation have traditionally been depicted as more positive or
benevolent phenomena, researchers have recently begun to acknowledge that malign actors
are also quite capable of novel ideation and implementation.*> Malign and malevolent creativity
may come in a variety of forms, yet technology is often a means by which novel attacks and
other kinds of harm are deployed.** Along these lines, researchers have examined the impact
technology can have on shaping creativity and innovation. Although there is some variability
in the precise nature of the impact, technological advances have generally been linked to
enhanced creative production.** As a specific example, in a sample of engineering students,
Starkey and colleagues examined virtual vs. physical product dissection, where participants
disassembled products to learn about inner workings and mechanisms, prior to generating new
mechanical designs for a dart gun. Comparing the creativity of the dart gun models developed,
the researchers found that virtual product dissection resulted in greater creativity than physical
product dissection. That is, manipulating products in a virtual environment produces more
creative ideas than manipulating physical products.

The emergent argument here is that advances in technology serve as the backbone to how
the metaverse will result in greater potential for novel idea production. Most relevant to the
present effort is that this appears true for both malevolent and benevolent forms of creativity,
although a few points are warranted when discussing malevolent forms of creativity. The
first is that increased anonymity linked to the metaverse will allow for the sharing of harmful
ideas that are novel, further increasing this form of creativity. Consider, for example, the case
of Seif Allah Hammami, who learned of developing the poison ricin from encrypted chats on
Telegram.*® The second is that the metaverse will allow for the prototyping and testing of novel
attacks or approaches in digital twin contexts. That is, as the metaverse continues to map the
physical world and create a digital analogue, there will be the potential to engage in simulations
using those digital twins. As exploration and testing are critical to successful innovation, the
metaverse will allow for novel ideation and development in ways not possible prior to the
ubiquity of such technology. Although other examples exist, the takeaway here is that creativity
and innovation will increase with advances in metaverse technology. This trend will be true for
both benevolent and malevolent forms, with non-trivial advances unique to more malevolent
innovative outcomes.

How and Why Immersive Metaverse Experiences Will
Uniquely Create In-Roads for Violent Extremism: Social
and Psychological Mechanisms

In the previous section, we offered ways that the metaverse may be leveraged by extremists to
further violent ends. Yet, to better understand the vulnerabilities of users while in the metaverse,
it is necessary to detail the mechanisms by which this emerging ecosystem can have a unique
impact. Although admittedly not comprehensive due to space constraints, we draw on theories
and mechanisms in the fields of psychology and computer science to provide guidance on how
and why the metaverse represents an area worthy of consideration by terrorism researchers.
More directly, the state of science in these fields offers a deeper understanding of how, and
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to what extent, the vulnerabilities identified in earlier sections can affect users in a digital
world. Moreover, by understanding these mechanisms, researchers and practitioners can more
effectively and directly combat attempts to leverage the capabilities of the metaverse applied
for malign ends.

Engagement in a Mixed Reality World - Potential
Implications

A key to understanding the metaverse is recognising the potential for immersive experiences
uniquely offered by XR technology, and VR in particular. As noted earlier in our discussion,
immersion in the digital world is the sense of being in the virtual setting, a phenomenon defined
by both technological and user-focused contributions (e.g., custom avatar creation) in the
metaverse. High-speed fifth-generation internet, artificial intelligence-powered tools, advances
in lenses, and cloud computing can optimise immersion, as well as virtual avatars that deploy
similar human-like behaviours and attitudes. These tools, as well as digital twinning with
environments that look and feel natural to the physical world aid interconnected experiences
on metaverse and extended reality platforms. Users’ minds and bodies become unable to
differentiate between physical and digital experiences, as they all feel real when immersed.
More directly, neuroscientists have begun using functional magnetic resonance imaging (fMRI)
machines to examine participants’ brain while using these devices, revealing similar patterns
of stimulation when using metaverse devices as compared to physical experiences.*® In other
words, emerging research indicates that as metaverse devices advance, our brains cannot
distinguish between virtual and physical realities. Consider the capturing of 360-degree video
by the terrorist group the Houthis mentioned at the outset. An individual viewing that event in
an immersive device would form memories and sensations akin to experiencing that attack as
if they were a member boarding that ship via helicopter. This is not to suggest full equivalence
of such experiences, of course, but rather to underscore that engagement using XR devices
would represent a non-trivial escalation from historical means of sharing terrorist propaganda.
Colloquially speaking, it's a notable step-up from watching disinformation and propaganda
videos on cozy.tv or kick.com.

Empathy and Perspective Taking

Extending the conversation from above, due to the immersive nature of a fully realised, 3D
digital world, users may feel notable empathy towards other avatars or digital representations,
thereby offering another tool to be leveraged by malign actors. That is, VR, AR, and XR devices
afford greater immersion and challenge the brain’s capacity to distinguish digital individuals
from physical ones. As such, seeing a digital avatar will elicit empathy on par with a person
standing in front of you. Empathy is comprised of two subdimensions: cognitive empathy
and emotional empathy.*” Cognitive empathy, the ability to understand the feelings of others,
is elicited by conscious and effortful mental processes, whereas emotional empathy is the
ability to feel concern for others and occurs automatically through unconscious processing.*?
This combination of explicit and implicit processes is described as a dual-process system
by psychologists. In the context of VR, evidence suggests that such experiences can improve
emotional empathy.** This occurs because the immersive nature of VR allows explicit
presentation of thoughts and feelings of others eliminating the need to engage in conscious
mental effort. Through implicit, emotional empathy, VR users can feel for others, but are not
required to think about the perspectives of others through cognitive empathy consciously.

Given such implicit empathy, users subjected to emotion eliciting content will feel deep and
genuine concern for what they witnessed. Eliciting empathy and concern are typically pro-
social human emotions, but the ease of doing so using immersive technologies coupled with the
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increased range of audiences are also conducive to fear garnering tactics used by extremists.
Eliciting fear through violence is not novel to the metaverse and, instead, represents an
extension of current tactics on the part of extremist organisations. ISIS, for example, prioritises
inciting fear through violent propaganda on YouTube.*® Using these methods of propaganda
distribution, terror groups share graphic acts of violence, such as beheadings.°! However,
improvements to video fidelity and a sense of immersion afforded by metaverse technologies
have the potential to amplify this effect in a non-trivial way. The immersion triggers deep and
automatic empathetic concern before conscious mental effort even occurs. That is, even a
short exposure to violent imagery could instil fear before the propaganda is removed. In the
case of deepfakes, fear tactics can target individuals by modifying the appearance of victims
to appear similar to onlookers (i.e., seeing oneself or a family member harmed or tortured).
The immersive nature combined with self-prioritising processes likely means the psychological
response of fear is more rapid than that provoked by preceding forms of propaganda.>?

Copresence and Social Presence

When describing immersion in a virtual environment, computer scientists rely on psychological
copresence and social presence to describe interacting with other users in the environment.
More specifically, these phenomena provide scaffolding for forming relationships and socialising
in a digital environment. Copresence is the sense of mind and connection with an individual,
leading to mutual perception of each other.>® Social presence is the degree of salience between
individuals in an interaction. It is described as the feeling of psychological proximity, closeness,
connectedness, and intimacy with one another via the medium of communication.** When
avatar behavioural realism and visual realism are not aligned (e.g., delays in avatar movements
or an avatar displays inappropriate facial expressions during a conversation), the perception of
social presence is lower.

5G network speed and dissemination of information facilitate a greater sense of presence and
copresence when users are immersed in a digital environment. Both phenomena are necessary
factors for a user to feel and sense they are truly in their virtual world. It is impossible for a
user to embody their avatar and immerse themselves without these phenomena present, as
they explain why and how users feel connected to their digital environments and can build
relationships with other digital users.

The importance of copresence and social presence to extremism has been touched on in our
earlier section, but examples include activities such as recruitment, where a leader would be
able to remotely connect with a potential member in a way that feels immediate, rich, and
immersive due to the capabilities of emerging metaverse technologies. That is, advanced
technological capabilities can make recruits feel as if they are spending time with a terror group
in real-time. Similarly, the ability to plan and coordinate attacks from a distance is also afforded
due to copresence and social presence. As speed and technology improve, the ability to practice
and coordinate specific timing of events is also increased. As a final illustration, the sense of
connection to a larger group and being part of a community is facilitated with this technology
and moves beyond a typical listserv, chatroom, or even video call. In other words, members can
meet and build kinship remotely in a way that is similar to - and with the benefits of - an in-
person event, while limiting exposure to an attack or entities (e.g., the FBI) creating records of
meeting attendance (if anonymity protocols are applied).

Sense of Embodiment

Moving from perceiving others in the environment to feeling connected to one’s digital self,
sense of embodiment (SoE) describes the unconscious process of feeling one’s own body.>®
Cognitive neuroscientists describe this sensation as how the brain expresses the body related
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to having, being in, and controlling a virtual body. Computer scientists suggest SoE is related
to bottom-up information (e.g., visual and tactile) and top-down information (e.g., cognitive
processes that modulate processing sensory stimuli). To illustrate these information processes,
Botvinick and Cohen conducted experiments to investigate the rubber hand illusion. The core
function of these experiments was to induce the embodiment of an artificial hand. During the
experiment, participants were placed in front of a rubber hand while their hand was obstructed
from view. The participant’s hand was then stroked with a paintbrush while the rubber hand
was also being stroked. Participants began to take ownership of the rubber hand in front of
them after some time.>® When that hand is attacked, genuine fear and protection of that hand
occurs. Participants gasp, snatch their hands away, and spike physiological stress responses.
They know their hand is safe, but the brain builds connections that are quite real to the body.
The implication for terrorism is that as users engage with metaverse devices, users’ brains
begin to inform the body that the experience has real danger and the experience, physiologically
speaking, is nearly as real as a physical experience.

There are three classes of embodiment: self-location, agency,and body ownership.*’ Self-location
is related to a user’s point of view, which can determine the spatial relationships of one’s avatar
and their virtual body.>® More specifically, the sense of self-location is greater in first-person
than in third-person views. Put simply, the sense of self-location impacts how a user perceives
themselves to be located in their digital environment. Sense of agency is related to one’s ability
to control one’s avatar. Congruent physical and virtual body movements contribute to a high
sense of agency, whereas discrepancies or keyboard-controlled movements tend to decrease
one’s sense of agency.”® Agency plays an important role in recognising one’s actions and impacts
ownership of digital selves.®® One’s self-location and agency influences their body ownership,
or sense of ownership, over their avatar. Congruent visual, motor, and tactile movements from a
first-person point of view impact one’s sense of ownership to the greatest extent. For example,
when users have an extra body part, say a virtual tail, their sense of ownership is higher when
they can control it by moving their hips.®* Together, the sense of embodiment describes the
sensations related to having, being located in, and controlling a virtual body.®?

The illusionary ownership of one’s avatar, achieved by a synchronous first-person point of
view, is also described as a body swap illusion. This phenomenon describes users perceiving
their physical bodies as swapping with their digital selves.®® Body swap illusion can be induced
by placing individuals in a multi-sensory stimulation in a first-person perspective. Keizer et
al. induced the illusion with participants suffering from anorexia nervosa. Throughout the
study, participants perceived stimulation (e.g., haptic feedback) on their physical bodies while
viewing the same stimulation on their virtual avatars. Participants of these studies reported
decreased body-size overestimation. When manipulating visual and auditory feedback,
body swap illusion can be induced, potentially impacting users’ behaviour.* Although these
phenomena could be leveraged by malign actors in a variety of ways, several come to mind
initially. The first is by facilitating a sense of dehumanisation by placing recruits or members
into avatars that promote a loss of individuality (e.g., making all recruits look the same). This
dehumanisation process is used by terrorist groups to allow greater control over members for
acts of violence.®® A second illustration would be placing a member in the avatar of a victim
who was attacked by an adversary. This would allow a member to experience that attack and
develop an intimate desire for justice or revenge. Imagine, for example, experiencing the attack
on a wedding procession in Yemen from the eyes of the bride and the impact that would have
on a member then tasked with retribution.®®
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Proteus Effect

When auser feels asense of ownership or body swaps with their avatar, behavioural or attitudinal
changes are defined as the proteus effect. The proteus effect explains an individual’s likelihood
to conform to how they believe their embodied avatar should act.®” The effect received its name
from the Greek god Proteus, known for his ability to change shape and alter reality. Because
users often represent themselves differently online, their behaviours may subsequently change
to match their new, desired appearances.®® Rooted in self-perception theory, users can customise
their avatars’ appearances, leading users to choose their appearances and subsequent attitudes
and behaviours. Some studies suggest that users who perceive their avatars as being attractive
act more extroverted and friendly, and taller avatars were perceived as more confident and
in positions of power.*® The proteus effect, a manifestation of body ownership, serves as a
foundational aspect of immersive experiences.

The key here, from a terrorism perspective, is that the proteus effect is a lasting effect outside
of the immediate virtual reality experience. That is, beliefs, perceptions, and attitudes persist
post-engagement. As such, this phenomenon could be leveraged by malign actors by using
metaverse technologies as a starting point for indoctrination, recognising that those perceptions
will persist once they stop using those technologies. That is, the proteus effect illustrates how
immersive experiences and their impacts do not end once the devices are removed.

Place Illusion and Plausibility Illusion

An extension to the proteus effect involves place and plausibility illusions. Fully immersive
experiences cause the lines between digital and physical worlds to blur, resulting in the belief
that one is actually in the digital environment and interacting or connecting with others. Along
these same lines, users start to believe that the things they see or experience actually happen.
Similar to waking up from a bad dream and thinking about it throughout the day, situations or
scenarios that occur in an immersive digital environment can have lasting effects on witnesses.
Consider the drone attack on the wedding processional noted earlier and the long-term effect
experiencing that event in an immersive environment would produce.

Formally, place illusion is the belief of being in a virtual environment despite the user knowing
they are not there.”® Similar to the body swap illusion, users can look down and see their avatar’s
body. There is no direct way to measure place illusion, but some researchers have compared
responses between digital and physical environments.”! Plausibility illusion is defined as the
belief that a scenario in a digital environment actually occurred.”? This illusion happens when
events are not directly caused by the user and their own sensations, such as another avatar
speaking or walking towards the user’s avatar. These different immersion illusions can cause
users to become vulnerable to their digital environments. For example, a woman reported being
virtually sexually assaulted by a group of 3-4 avatars with male voices while beta testing the VR
platform Horizon Worlds. Due to the nature of virtual reality, the user could not differentiate
their experiences between physical and virtual.”® Explained by the place and plausibility
illusions, users feel as though their virtual experiences really happened to their physical bodies.
Taken together, these phenomena outline the mechanisms by which the metaverse and related
technologies are a step forward in the potential for malign application by terrorists.

Limitations

Although our review here provides an overview of key features of the metaverse, related
technologies, and mechanisms for malign application, several limitations should be borne
in mind. First, although many organisations have dedicated significant resources to building
the metaverse as an ecosystem, there is some indication of shifting interest. The company
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Meta (formerly Facebook), for example, has recently shifted resources from VR/XR/MR to
Al. Although these trends are notable, they are also expected as interest waxes and wanes
in new technology. Moreover, the investment and focus on Al are not mutually exclusive
to the metaverse, as Al may similarly be leveraged by malign actors in ways related to (e.g.,
creating 3D environments quickly and easily) and unique from the metaverse itself (e.g., flying
autonomous drone swarms).”* Tempered views are warranted, however, in predicting the
future of digital and physical intersections. Second, given space constraints, we were not able
to detail all psychological mechanisms by which the metaverse may be leveraged by malign
actors. Although we hope that our discussion provides a starting point, these mechanisms are
not comprehensive and as such should be viewed as a limitation. Finally, many of the examples
provided are speculative in nature, drawing on current trajectories and pairing them with what
is likely in the future. Nonetheless, our work here is forward-leaning and should be viewed as
such, conceding the likelihood of proving incorrect in some instances.

Future Research

When discussing what might be done to limit the range, reach, and impact of extremist
organisations it is clear that a number of knowledge gaps remain. Although space does not
permit a discussion of every gap, we offer two areas that warrant consideration in future
efforts. The first is an examination of the differences between domestic and foreign actors. As
an analogy, we may turn to drone use capability and how drones have been adopted by terrorist
groups across the globe. Conceding a nuanced history, the success of commercial drones in
delivering lethal payloads in the Middle East paired with their commercial availability now
makes them appealing to extremists in the US.”® That is, this technology has emerged as a
credible, if not novel, domestic threat despite its use originating outside of the US. Highlighting
the unique characteristics and challenges of terrorism in the metaverse. However, this analogy
only works when the avatar we might engage within a digital environment may be a neighbour
who subscribes to white nationalistideology or amember of ISIS based in West Africa. Moreover,
the digital nature of interaction means that these geographically dispersed groups could find
common ground in digital spaces. Stated more broadly, it will be critical to examine differences
(if they exist) between how foreign terrorist organisations and domestic violent extremists
use the metaverse for malign purposes, as well as how these groups may blend in the often
anonymous, richly connected digital environment.

Second, we offer that the emergence of dynamic, communication-rich, and deeply embedded
forms of technology - such as the metaverse - may result in their own form of ideological
rejection. Like racially and ethnically motivated violent extremists (REMVE), Salafi Jihadists, or
anti-government, anti-authority violent extremists (AGAAVE), we may see an “anti-metaverse”
ideology formed. Ted Kaczynski, also known as the Unabomber, has either inspired or been
linked to groups and communities such as anarchists, neo-Luddites, primitivists, and ecofascists.
In his manifesto, Industrial Society and Its Future, he makes a number of arguments including
that humans are psychologically and biologically maladapted to a society that is grounded in a
technological system. This sentimentis evidentin some circles today,as modern groups gravitate
toward similar ideologies, albeit in less violent ways. Indeed, there is a growing sentiment
among some youth groups that refer to themselves as Luddite teens or the Luddite club who
are actively opposed to the rich forms of technology that continue to evolve and permeate our
lives.”® Thus, it will be critical that those in law enforcement and homeland security consider
how current extremist groups may leverage the metaverse, while also recognising that the very
existence of the metaverse may result in extremists seeking to push against it.
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Summary and Concluding Comments

To summarise, this exploration of the metaverse’s implications for violent extremism and
terrorism underscores the urgent need for interdisciplinary research and proactive measures.
Our review highlights the metaverse’s potential to revolutionise not only societal interactions
but also the methods by which extremist ideologies are propagated and operationalised.
By defining the metaverse, illustrating its use in extremist activities, and delving into the
psychological underpinnings that make such technologies potent tools for radicalisation and
terror, we lay the groundwork for understanding the emerging threat landscape.

Key themes include the unique affordances of the metaverse for recruitment, planning, and
execution of extremist acts; the role of immersive technologies in enhancing radicalisation and
operational training; and the novel challenges these developments pose to content moderation,
security, and counter-terrorism efforts. The call for future research emphasises the importance
of distinguishing between the uses of the metaverse by different extremist groups, addressing
the originality bias in threat assessment, and considering the potential for anti-technology
extremism. This analysis not only illuminates the complexities of the metaverse as a double-
edged sword but also underscores the critical need for collaborative efforts to navigate the
challenges it presents to global security. The metaverse as a concept is equally amorphous as it
is complex. [t continues to evolve as an idea, yet there is consensus that it will impact the lives of
many. We stand now with the initial surge ofinterest quietingand the real process of technological
change beginning. Extended reality hardware will become embedded in our lives, and all forms
will become cheaper and easier to use. Software will be developed and, with the support of Al,
also be easier to deploy by an army of content makers. Without expressly knowing it, AR and VR
will quietly seep into our lives. With that immersion and embeddedness comes access. Doctors
can more readily fix our bodies, families can connect in ways unimaginable a generation prior,
instructors and professors can show us rather than lecturing to us. And of course, malign actors
will have a new platform and a novel tool in their behavioural influence arsenal. No meaningful
force has ever landed squarely on the side of benevolence, be it gunpowder, nuclear fission, or
the printing press. Rather, it is incumbent to embrace and protect those with benevolent aims
and prepare for those with malevolent intent. We hope this discussion moves the needle on
both.
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