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Abstract 
The advent of Blockchain and smart contracts is empowering many technologies and 
systems to automate commerce and facilitate the exchange, tracking and the provision 
of goods, data and services in a reliable and auditable way. Crowdsensing systems is 
one type of systems that have been receiving a lot of attention in the past few years. In 
crowdsensing systems consumer devices such as mobile phones and Internet of Things 
devices are used to deploy wide-scale sensor networks. We identify some of the major 
security and privacy issues associated with the development of crowdsensing systems 
based on smart contracts and Blockchain. We also explore possible solutions that can 
address major security concerns with these systems. 
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1. Introduction 

The high number of sensor-enabled Internet connected devices such as 
smartphones and Internet of Things (IoT) devices are enabling new kinds of business 
ventures and societal applications that are exploiting these devices not only for profit but 
also for the benefit of the public. As of summer of 2020, and according to recent 
research (as of 2021) there are around 8 billion mobile subscriptions in the world, with 
5.5 billion being smartphone subscriptions [1]. These numbers are expected to soar in 
upcoming years as technologies such as 5G/6G networks and more IoT devices are 
deployed around the world. In the past, we have seen applications of crowdsensing 
systems in areas such as environmental monitoring, transportation, entertainment, 
security, and healthcare [2]. More recently, many countries have deployed 
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crowdsensing systems in response to the Coronavirus Disease 2019 (COVID-19) 
pandemic not only for epidemiology reasons (i.e., contact tracing [3], [4]), but also for 
treatment [5]. 

In addition to crowdsensing, a second set of technologies are having a 
tremendous impact on society. These technologies are Blockchain and smart contracts. 
Blockchain offers several services for secure data storage, retrieval, and sharing with 
properties such as immutability, transparency, decentralization, and fault tolerance [6]. 
Smart contracts expand Blockchain technology by providing means to automate 
transactions in a Blockchain system through the specification of computer programs that 
encapsulate business logic and code needed to execute some actions when conditions 
are met [7]. Smart contracts enable crowdsensing to improve not only data collection 
and sharing in crowdsensing systems, but also to create opportunities in the 
development of decentralized markets wherein sensor data collectors can sell their data 
without the need of a centralized entity or a broker [8], [9]. However, this vision exposes 
various security issues that must be addressed. In this work, we explore these emerging 
issues along with possible solutions. 

Research contributions of this work 

We summarize the main research contributions of this work as follows: 

• We present a review of crowdsensing and smart contracts.  
• We explore security and privacy issues when enhancing crowdsensing with 

smart contracts and we present solutions that can address the security and 
privacy issues identified. 

• We discuss open challenges that must be addressed in the future to enable the 
implementation of crowdsensing systems with smart contracts. 

The rest of this paper is organized as follows. Section 2 presents a review 
crowdsensing systems and smart contracts. In Section 3 we explore security issues 
associated with the development of crowdsensing systems with smart contracts. 
Section 4 presents possible solutions to address these issues. In Section 5, we discuss 
some open issues that still need to be addressed for crowdsensing systems with smart 
contracts in the future. Section 6 presents concluding remarks and future work. 

2. Crowdsensing and smart contracts 

2.1. Crowdsensing systems 
The history of modern research in Wireless Sensor Networks (WSN) started with 

the Distributed Sensor Networks (DSN) program developed in the 1970’s in the United 
States [10]. This project used minicomputers and acoustic sensors to develop a system 
that could track low-flying aircrafts and it was considered state-of-the art during its time. 
The DSN project paved the way for a revolution in WSN technology and systems in the 
late 90’s, in which networks of potentially thousands of small devices left unattended 



and interconnected wirelessly could monitor large areas of interest for many months, 
potentially years. However, actual implementations of WSNs were small-scale systems, 
with local and specialized focus because of deployment and maintenance costs which 
have made WSNs with thousands of devices impractical [11]. 

During the first and second decade of the 21st century, crowdsensing systems 
have emerged to alleviate the deployment and maintenance costs incurred in the 
massive use of single WSN systems with thousands of devices by leveraging the 
utilization of billions of smartphones and other IoT devices owned by the general public 
[12]. Use of crowdsensing systems by the general public span areas such that 
entertainment, transportation, environmental monitoring, among others [13], [14], [15], 
[16], [17], [18], [19]. Recently, crowdsensing systems developed under the name of 
contact tracing apps have been deployed in response of the CoronaVirus Disease 19 
(COVID-19) pandemic caused by the Severe Acute Respiratory Syndrome CoronaVirus 
2 (SARS-CoV-2) [3], [4], [5] . As these systems make use of consumer devices to 
conduct sensing on a large-scale, they circumvent costs associated with the 
deployment of networks with thousands of devices especially in urban areas. Fig. 1 
presents the basic components of crowdsensing systems [2]. Sensors: They collect 
data either from measurable real-world variables such temperature, heart rate, pollution, 
objects (i.e., photos), or Human–Computer Interaction (HCI) or system processes (i.e., 
how much time a person logins to a website, or opens an application). The embedding 
of sensors for physical quantities in portable systems is possible through the research 
and development of tiny machines at the micrometer scale (also known as Micro-Electro 
Mechanical Systems (MEMS) [20]). 

Fig. 1. Hardware components of crowdsensing systems. 

 

• First-level integrators: These devices collect data from sensors and they can 
execute basic data filtering, and perform data aggregation an analysis. Some 
examples of first-level integrator devices include smartphones, drones, and IoT 
devices. 

• Data transport: Current crowdsensing systems use Internet or any other 
communication technology that provides end-to-end communication. 



• Second-level integrators: They collect, analyze, and store data from first-level 
integrators. Depending on the type of system, second-level integrators may 
forward data to external entities or provide data analytics support to users. 

Three classes of users make use of these elements to collect data through computer 
applications deployed at first-level (or sometimes, second-level) integrators. These 
users include: 

• Task organizers: They are interested in the deployment of sensing tasks to 
collect data from participants.  

• Participants: They are users who make use of first-level integrator devices which 
execute sensing tasks.  

• External entities: They represent other organizations that may be interested in 
the data collected by a crowdsensing system. 

Fig. 2 presents the various stages during data collection in crowdsensing systems and 
these stages include: 

• Task distribution: In this stage, task organizers assign sensing tasks to 
participants by requiring them to download sensing tasks from second-level 
integrators. 

• Data collection: In this stage, data is collected by executing sensing tasks at first-
level integrator devices. In addition to the data collection, first-level integrators 
can perform data cleansing.  

• Data submission: In this stage, first-level integrators broadcast data to second-
level integrators either continuously or when contextual rules are met (i.e., 
reaching a specific location).  

• Data analysis and sharing: In this stage, second-level integrator devices use 
Artificial Intelligence (AI) and statistical methods to learn patterns from the 
collected data. Depending on the design of the crowdsensing system, information 
generated from the analysis of data may be forwarded to participants or to 
external entities. 

We present security and privacy issues and solutions for crowdsensing systems 
in Table 1, Table 2. Security and privacy in crowdsensing systems involve issues at 
first-level and second-level integrators. From a security perspective, we can find issues 
related to data confidentiality, data integrity, and system availability. Some of the 
security issues include eavesdropping communication channels, data storage 
confidentiality, spoofing, authentication (for participants and sensors), exploitation of 
operating systems vulnerabilities, and denial of service attacks. From a privacy 
perspective, there are three major aspects to consider, namely, privacy issues from re-
identification attacks to participants, contextual privacy issues (i.e., identifying contexts 
deemed private), and privacy issues when sharing data with external third parties. 

 



 

 

Fig. 2. Stages to collect and analyze data in crowdsensing systems [2]. 

 
 

2.2. Blockchain and smart contracts 
Blockchain is a Peer-to-Peer (P2P) technology that implements a distributed ledger and 
stores data in a secure, immutable, and append-only approach through consensus or 
agreement among the peers in a blockchain network [66]. The structure of blockchain 
networks is composed of the following layers (Fig. 3) [67]: 

• A P2P network: The P2P network ensures free communication among 
blockchain nodes. These blockchain nodes are around the globe and there is no 
hierarchical structure in the network. 
 

• Global distributed ledger: The global distributed ledger implements the storage 
protocol to maintain the ledger. Each user is identified with a unique digital 
pseudonym (address) which is generated using public key cryptography. 
Communication between two addresses is carried out through a transaction. 
Data actions in the global ledger are conducted using a smart contract which 
execute the transactions. Applications: The application layer of a blockchain 
network implements Application Programming Interfaces (APIs) for various 
application scenarios. Some of these applications may include financial services, 
telemetry systems, copyright protection, and digital document management 
platforms, among others [66]. 

 

 



Table 1. Security issues and solutions in crowdsensing systems. 

 



Table 2. Privacy issues and solutions in crowdsensing systems. 

 
 



As Fig. 3 shows, the global distributed ledger consists of blocks of data chained 
together with cryptographic hashes. In any given block in the chain, the system stores 
(in all peers) transactions that are verified using a predefined set of rules to determine 
which transactions are valid. Only valid transactions are recorded in the blockchain. A 
consensus algorithm executed by all peers in the network determines the next block to 
be chained to the ledger [68] and it provides strong integrity to the data stored as it 
allows all peers to agree on a single version of the chain (guaranteeing integrity in the 
chain) without a central authority. Different models for consensus algorithms have been 
developed with various characteristics and properties. Some examples of these models 
include Proof-of-Work (PoF) [69], [70], Proof-of-Stake (PoS) [71], Proof-of-Authority 
(PoA) [72], Proof-of-Space (PoSpace) [73], among others [74]. 

 
Fig. 3. Layers in a blockchain system [66]. 

Bitcoin was created in 2008 by a person (or a group of people) under the 
pseudonym of Satoshi Nakamoto to develop a decentralized cryptocurrency and it is the 
first blockchain network publicly available [75]. Since then, blockchain technology has 
been extensively researched in many contexts and scenarios. Currently, blockchain 
networks are classified in two groups, namely public and private. In the first group 
(public), these networks are open to the public who can join them and execute any type 
of application on top of these systems. Public networks run on the Internet and common 
examples include Bitcoin and the Ethereum Mainnet [76]. In contrast, private (also 
called permissioned) networks provide services to private business who use these 
networks as part of their operations. Private networks make use of private clouds and 



intranets, and examples include R3 [77], and blockchain-as-a-service (BaaS) [78] 
platforms developed by companies such as IBM or Microsoft [79], [80]. 

A complementary technology to Blockchain are smart contracts. If Blockchain is the 
technology wherein transactions are stored and maintained, then smart contracts can 
be described as the mechanisms to automate these transactions. Current generation of 
blockchain-based smart contracts require the following elements: 

• Programming language: Smart contracts are specified by programming 
languages for a particular blockchain platform. The characteristics of the 
programming language (i.e., if it is Turing complete) determine the type of smart 
contracts that could be written for a particular blockchain platform. Common 
examples of programming languages for smart contracts in blockchain platforms 
include Solidity (for Ethereum) [81], as well as popular languages such as 
Python, C++, GOlang, and JavaScript.  

• Distributed ledger platform: Smart contracts are stored in distributed ledgers and 
may store data as result of their execution in the ledgers. Ethereum is an 
example of a distributed ledger platform that supports smart contracts.  

• Virtual machine: Even though smart contracts are stored in the distributed ledger 
their execution is conducted by a virtual machine at the edge of the network 
which processes the rules of the contract. The Ethereum Virtual Machine (EVM) 
is an example of a virtual machine for smart contracts. 

Fig. 4 presents the lifecycle of a smart contract. Initially, the contract is developed 
using a programming language by a software developer or entity (in this case a task 
manager). The contract is then published. At some point, the smart contract will be 
executed in a virtual machine of a node connected to the blockchain P2P network, and 
in this example it will be on a participant’s machine. If the smart contract requires 
publishing of transactions back to the blockchain, it will do so. Smart contracts were first 
devised by Nick Szabo, who documented the idea of contract automation [82] as a way 
to implement legally binding paper-based contracts in computing systems. His goal was 
to assure data exchange with anybody who satisfied the constraints set forth by the 
contract [67]. Since smart contracts are executed by computers, they may be more 
functional than the previous generation of legally binding paper-based contracts of the 
past. Although the initial ideas for smart contracts were first devised in 1997, it was not 
until the development of distributed ledgers and their consensus mechanisms in the late 
2000’s and 2010’s that smart contracts were implemented and deployed as envisioned 
by Szabo [83]. 

Current generation of smart contracts require blockchain technology. However, 
not all blockchains support smart contracts (to be as functional as possible, as 
envisioned by Szabo). For example, while Bitcoin is the most popular blockchain 
(because its application to cryptocurrency), it only supports basic smart contracts (those 
that exchange cryptocurrency) due to limitations in its design. In contrast, Ethereum’s 



smart contracts can support complex operations beyond the exchange of 
cryptocurrency [6]. 

 
Fig. 4. Smart contract lifecycle. 

2.3. Enhancing crowdsensing systems with smart contracts 
Smart contracts in public blockchains can enhance crowdsensing systems by 

creating automated agreements between task organizers and participants that 
guarantee not only the completion of a data collection task, but also automated 
payments for those types of crowdsensing systems that make use of monetary 
incentives for data collection. The data collected can also be directly stored in the 
blockchain itself, thus providing tamper-proof assurances that anyone can verify. We 
can classify the architectural models for crowdsensing systems with blockchain/smart 
contracts support into two categories: 

• Pure blockchain-based crowdsensing system: In this category task organizers 
and participants coordinate their sensing tasks through smart contracts and 
blockchains. Participants execute smart contracts published in the blockchain by 
task organizers, data collected from participants and first-level integrators is 
stored in the blockchain. Task organizers download data from the blockchain and 
participants can be paid through cryptocurrency [84], [85], [86], [87], [88].  

• Hybrid models: In these crowdsensing systems, some of the tasks (i.e., task 
distribution, data collection, rewards payment) are executed through smart 
contracts and blockchains, while others are conducted using centralized 
crowdsensing architectures [89], [90], [91], [92], [93]. 

The enhancement of crowdsensing systems with smart contracts offers 
advantages over traditional centralized crowdsensing systems in terms of incentives, 
data integrity, transparency, decentralization, fault tolerance, among others. The 
utilization of smart contracts and blockchain offers solutions to availability issues that 



are related to Distributed Denial of Service (DDoS) attacks, authentication, and privacy 
(i.e., anonymization of users without using third-parties because of their design). 

 

3. Secure and privacy-preserving crowdsensing using smart 
contracts: Issues 

In this section we explore issues in the development of crowdsensing systems 
using blockchain and smart contracts. 

3.1. Software security in smart contracts 
Exploited bugs, errors and attacks in smart contracts have resulted in lost or 

stolen cryptocurrencies, some of them in the equivalent of millions of dollars [94]. For 
example, the Distributed Autonomous Organization (DAO) bug exploited a recursive call 
in a smart contract on the Ethereum network that forced a hard fork (a change in the 
protocol to invalidate blocks and transactions which require an update on the nodes in 
the P2P network) to claim approximately 3.6 million ether (an ether being the 
cryptocurrency for Ethereum) [95]. 

Making smart contracts more secure is a major issue for IoT and crowdsensing 
systems because the execution of flawed smart contracts in cyber physical systems can 
have a devastating potential as devices could be reprogrammed through a sensing task 
to steal data or create physical harm to the user [96]. Many IoT devices not only collect 
data but also perform some type of physical action (e.g., opening doors, increasing 
building temperatures, driving cars without human intervention, or delivering medication 
automatically to user’s body). 

Smart contracts could be abused to instruct IoT devices to be used as zombies 
by botnets to attack external parties. The Distributed Denial of Service (DDoS) attack 
directed at Domain Name Servers (DNS) through consumer Internet-connected 
cameras that disrupted the Web in 2016 is an example of these type of devastating 
attacks [97]. This issue is further exacerbated by the myriad of connected devices, 
software frameworks and service, and a lack of security by design in many of these 
devices’ manufacturers and software/service providers. 

3.2. Data integrity 
For crowdsensing systems, data integrity is affected when participants submit 

false or misleading data for personal profit or attack a system either unintentionally or 
on purpose [22], [98]. According to Zhang et al. [99] in a study wherein 20 participants 
collected barometric pressure data for seven days, they found that, not using a system 
to filter out spurious data led to a discrepancy of 20% from the ground truth. In 
crowdsensing systems over distributed ledgers this problem is exacerbated further 
because the sensing tasks is controlled by a smart contract that would pay the 



participants when data is submitted. Thus, participants may submit the same data under 
different identities to maximize profit [87]. 

3.3. Privacy 
Privacy in blockchain systems has been receiving a lot of attention in recent 

years [66], [100], [101] because these systems have been developed with transparency 
in mind. Public blockchain systems allow (as part of their design) transactions on 
ledgers to be publicly checked, traced, and audited to build trust in these systems. The 
effect is that although transactions in ledgers are registered for users under wallets and 
pseudonyms, they can still be potentially re-identified [102]. In crowdsensing systems 
privacy is a major issue because the data collected can potentially reveal aspects 
considered private by the participants, making participants hesitant to participate [103], 
[104]. Privacy leaks in crowdsensing systems may hinder the participation of the crowd, 
and even though the design of blockchains through wallets and pseudonyms can 
alleviate some privacy concerns, the potential for re-identification remains an important 
issue. 

4. Secure and privacy-preserving crowdsensing using smart 
contracts: Solutions 

4.1. Software security in smart contracts 
Static analysis [42], dynamic analysis [43] and formal methods [44], [45] for 

malware detection have existed before the advent of general-purpose smart contracts 
as tools to improve security. In static analysis the goal is to analyze the source code 
before execution to find possible bugs in the code [105]. A specific tool for this purpose 
in smart contracts is the Oyente tool [94]. Proposed by Luu et al. this tool makes use of 
static analysis through symbolic expressions that represent smart contract’s program 
variables and symbolic paths [94]. Rules are then placed on the paths and if a path 
cannot satisfy a constraint, it is deemed infeasible. When a path is infeasible, the tool 
has found a possible bug with the program. In dynamic analysis the goal is to find bugs 
and errors through the execution of fragments of code (or equivalent transformations). 
Some examples of this approach in smart contracts include Manticore [106], Methryl 
[107], VerX [108] and KEVM [109]. In these systems smart contracts are transformed to 
symbolic expressions and symbolic paths which are then executed. In the third type of 
techniques (formal methods), the goal is to use logic and specifications to prove 
program correctness. Examples of formal specifications in smart contracts include the 
use of the F* functional programming language [110], VeriSol [111], VeriSolid [112] and 
SPIN [113]. 

A second class of solutions for software security in smart contracts relies not on 
static or dynamic code analysis, but on the reputation of the task managers. Systems 
such as SenseChain [87] CrowdBC [114] provide mechanisms in which task managers 
with bad behavior can be penalized through reputation so that participants do not collect 



data on their behalf. Similar approaches have been proposed for open mobile 
application markets. For example, at some point Android applications used to be 
published in official markets such as Google Play without some type of vetting with 
limited success [115], [116], which is no longer the case because of the implications of 
security violations and their implications before it can be signaled as such. Thus, in the 
context of Android devices in the Google Play Market, applications are currently being 
vetted before release. 

4.2. Data integrity 
As we have previously mentioned, data integrity is the problem wherein 

participants submit false or misleading data for personal profit, or to attack a system 
either unintentionally or on purpose. Solutions for this issue to improve the Quality of 
Information (QoI) have been proposed in the literature by using incentives and creating 
reputation measures for participants, having participants to submit some reimbursable 
deposits, and the utilization of trusted third-party verification [87], [99], [114], [117]. 

In the first approach (incentives and reputation), the goal is to provide incentives 
to participants if they submit data that increases the QoI, thus improving the data 
integrity in the system [87]. A similar idea is the usage of reputation measures. In this 
approach, the goal is for task managers to keep scores for participants and allocate 
tasks only to those with good reputation scores [99]. In the second group (reimbursable 
deposits), the goal is for participants to pay a subscription to collect data. If the data 
satisfies integrity constraints, then the participant is paid a monetary incentive and the 
deposit is reimbursed. If the participant does not submit data with good quality, then the 
participant forfeits his/her deposit to the task manager [114]. The utilization of third-party 
verifiers has also been proposed. In these systems, the fundamental idea is to use a 
third party who verifies that the data collected by the participants satisfies data integrity 
constraints. In this approach, data is sent from the participant to the third party, and the 
third party is trusted by both the task manager and the participants [117]. 

4.3. Privacy 
Solutions for participants’ privacy protection in crowdsensing applications using 

smart contracts can be classified into three major groups: (1) Zero-Knowledge Proofs 
(ZKP); (2) external identity servers; (3) adaptations of -anonymity. An example of a 
system that makes use of ZKP is Hawk [102] which keeps information about 
transactions encrypted in a blockchain, and the verification about the execution of a 
smart contract relies on zero-knowledge proofs. By making use of ZKP, the execution of 
a smart contract can be verified while keeping private data about the transaction, thus 
keeping users’ identity private. In the second approach (external identity servers), 
systems use a registration server wherein participants register outside the blockchain to 
obtain public/private keys generated by a task organizer. These keys are then used to 
create an address which transactions use in the blockchain [114], [118]. In the third 
group, adaptations of -anonymity (a technique for microdata release in databases [119]) 



have also been proposed for blockchain and crowdsensing systems using smart 
contracts. In these adaptations, -anonymity has been used to create -anonymous 
groups among multiple participants who trust each other [120], and also in frameworks 
wherein a single participant posts his/her collected data to the blockchain under 
different blockchain identifiers (i.e., addresses) [121]. 

5. Future challenges of secure and privacy-preserving crowdsensing 
using smart contracts 

5.1. Software engineering practices for smart contract development 
When smart contracts are used in crowdsensing systems, participants may be 

exposed to risks arising from a lack standardization in security and privacy practices in 
blockchain implementations. A lack of standards can make blockchains susceptible to 
software bugs due to a lack of quality control in a blockchain’s development process. 
Almost every blockchain has its own protocols, specifications, programming languages, 
and tools, and no standards exist to evaluate security or privacy protections in 
blockchain systems. 

Since smart contracts are software that can make use of blockchain 
technologies, more research is needed in the application of software engineering 
practices for smart contracts and also in the development of standards among 
blockchain implementations to enable a minimum level of security by design models 
[122], [123]. These practices can lead to more robust crowdsensing systems supported 
by blockchain and smart contracts that participants can trust. 

5.2. General Data Protection Regulation (GDPR), privacy, and smart 
contracts 

The European Union’s General Data Protection Regulation (GDPR) standardized 
privacy requirements for online services collecting data from EU citizens independent of 
the services’ physical location [124]. Among the privacy protections for EU citizens in 
GDPR is the right to erasure [125] which states that EU citizens have the right to 
request the deletion of any information about them that a service may have collected 
(this right is also often known as the right to be forgotten). 

Given that some of the data collected in a crowdsensing system may be human-
centric data, if a EU citizen participates in a crowdsensing system supported by a 
blockchain, then his/her participation in the system may be against GDPR due to 
blockchain’s immutability, transparency, and fault-tolerance features. To address this 
problem, one recent solution proposed the use of smart contracts to prune a block from 
the blockchain if required [126], while some other solutions include hard-forks and 
redactable blockchains [127], [128]. The latter solution allow data to be erased without 
hard-forks. More research on smart contracts, digital wallets, and blockchains is needed 



to support crowdsensing systems to satisfy legal requirements including the right to 
erasure, and to support other GDPR legal requirements and future privacy laws. 

5.3. Scalability of blockchain-based smart contracts for crowdsensing 
The current version of smart contracts is based on blockchains because 

blockchains provide an environment in which any external party can review a smart 
contract and verify the results of a smart contract’s execution without the need of a 
central authority. However, because of consensus mechanisms in distributed ledgers, 
current blockchains can validate, verify, and process a small number of transactions per 
second (Ethereum, while it supports general-purpose smart contracts, can process 
approximately 15 transactions per second (around 1.3 million transactions per day) 
[129]), which does not scale well for the potential number of transactions that a 
crowdsensing system may generate. 

For example, in 2018, Uber (a crowdsensing system for share riding) completed 
15 million rides per day [130] (around 176 transactions per second assuming each ride 
is a completed transaction). For a public distributed ledger to handle that number of 
transactions per second for a crowdsensing system while also processing other 
transactions, it would need a complete overhaul of its consensus mechanisms and 
network architecture to be scalable [131]. 

In October 2021, Ethereum began updating its protocols and network topology 
architecture to process securely many transactions (in the order of 1000’s per second) 
by changing its consensus mechanism from Proof of Work (PoW) to Proof of Stake 
(PoS) combined with a technique to spread its network load among 64 parallel chains (a 
technique called shard chains) [132]. This change reduced the power consumption of 
the complete Ethereum system while providing scalability. Whether this type of update 
will successfully support secure crowdsensing systems in public blockchains remains be 
seen in coming years. More work is needed to scale crowdsensing systems based on 
public blockchains. 

5.4. Smart contracts without blockchain for crowdsensing systems 
The first generation of smart contracts were developed under the idea that they 

need blockchain platforms because blockchains provide a tamper-proof environment to 
verify a smart contract’s functionality, its execution, and its results without a central 
authority. An alternative is to explore blockchain-less smart contracts. After all, every 
time a user pays a service or a good using a mobile payment application (such as a 
mobile wallet or an NFC-enabled wearable/mobile device), the wearable/mobile device 
executes code in a tamper-proof environment called a Trusted Execution Environment 
(TEE) that proofs that a transaction executed successfully and securely. While the 
results of the execution of a mobile payment application are not stored in a 
decentralized ledger, the results of the transaction can still be verified by a third-party (a 
bank) and they are legally enforceable. For crowdsensing systems, the use of 
blockchain-based smart contracts opens up decentralized data markets wherein 



participants could sell sensor data and be paid in cryptocurrency [6]. However, if a fiat 
currency [133] is used to pay as incentives to participate in data markets, blockchains 
may not be needed after all. The development of a specification for blockchain-less 
smart contracts remains a topic of further research. 

6. Conclusion 
The dawn of Blockchain, cryptocurrencies, and smart contracts in the last few 

years has led to the emergence of exciting applications. Crowdsensing systems is one 
type of applications that can benefit from the utilization of smart contracts and 
blockchain systems. Security and privacy are important aspects for these systems. We 
highlighted some of these issues along with possible solutions. Finally, we have 
identified future research challenges that must be addressed in the future to deploy 
secure and privacy-preserving crowdsensing systems that take advantage of smart 
contracts and blockchain technology. 
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